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PERSONAL INFORMATION .01 The Laboratory maintains ,  safeguards,  and  
AT THE   discloses  personal  information according to the  
LABORATORY:  provisions of  the Cal ifornia  Information Pract ices  

Act  (CIPA) and the provisions for  access  to  
employee records of  the Occupat ional  Heal th and 
Safety Act  (OSHA [29 CFR 1910.20]) .   Consul t  the 
Communicat ions and Records Management  Divis ion 
(CRM-DO) for  quest ions about  personal  
information pract ices  pol icy and procedure.   
Requests  for  personal  information should be 
directed to the Laboratory’s  Information Pract ices  
Officer ,  who shal l  obtain the requested records 
from the appropriate  organizat ional  uni t (s) .  

 
 
DEFINITIONS: .02 The fol lowing terms apply to  AM 628.  
 
 

Record .03 A record is  any f i le  or  other  grouping of  
information,  regardless  of  physical  form or  
character is t ic ,  about  an individual  maintained by 
reference to  an ident ifying part icular  ( for  example,  
the individual’s  name,  photograph,  f inger  pr int ,  or  
a  symbol  l ike a  social  securi ty  number or  Z 
number)  assigned to the individual .  

 
 

Personal Information .04 Personal  information is  any information that  
ident i f ies  or  descr ibes  an individual ,  including,  but  
not  l imited to ,  his  or  her  name,  social  securi ty 
number,  physical  descr ipt ion,  home address ,  home 
telephone number,  educat ional  background,  benefi ts  
contr ibut ions and pension data ,  a t tendance,  and 
medical  or  employment  his tory,  including 
performance assessments  and correct ive or  
discipl inary act ions.  

 
 

Disclose .05 To disclose means to  release,  t ransfer ,  disseminate ,  
or  otherwise communicate  al l  or  any part  of  a  
record by any means.  
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Maintain .06 The term maintain includes maintain,  acquire ,  use,  
or  disclose.  

 
 

Exposure Record .07 An exposure record contains  information about  
environmental  or  workplace monitor ing or  
measuring of  a  toxic  substance or  harmful  physical  
agent  or  biological  monitor ing to  assess  the 
absorpt ion of  a  toxic  substance or  harmful  physical  
agent  by body systems.  

 
 

Medical Record .08 A medical  record means a  record of  the heal th 
s ta tus  of  an employee made or  maintained by a  
physician,  nurse,  or  other  heal th-care personnel .  

 
 
SOURCES OF .09 To the greatest  extent  pract ical ,  the Laboratory  
INFORMATION:  shal l  col lect  personal  information direct ly  from the 

individual  who is  the subject  of  the information 
rather  than from another  source.    

 
 .10 If  the information is  col lected from another  source,  

the pert inent  record shal l  ident i fy the source of  the 
information,  unless  the source was promised that  he 
or  she would not  be ident i f ied and the source is  not  
a  supervisor  of  the individual  to  whom the 
information pertains .  

NOTE:   The ident i ty  of  a  confident ial  source 
may be protected by making only such delet ions 
to  the record as  are  necessary for  that  protect ion 
or  by providing a  comprehensive summary of  
the substance of  the mater ial .  

 
 
RIGHT OF INQUIRY: .11 An individual  has  the r ight  to  f ind out  whether  a  

Laboratory organizat ion maintains  a  record about  
him or  her .   When an organizat ion not i f ies  an 
individual  that  i t  holds  records about  that  
individual ,  the not ice shal l  include  

The t i t le  and business  address  of  the off icial  
responsible  for  maintaining the records,   

How to gain access  to  the records,  and  

How to contest  the contents  of  the records.  
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 .12 CRM-DO maintains the l is t  of  Laboratory 

organizat ions that  hold records containing personal  
information.   I t  includes,  but  is  not  l imited to ,  the 
fol lowing:  

AA/EEO, Affirmative Action/Equal  Employment   

DHR, Director  of  Human Resources 

CONT/RM, Workers’  Compensat ion 

FIN-2,  Payrol l  

FIN-8,  Travel  

HRD-1,  Employee Relat ions 

HRD-2,  Special  Employment  Programs/Services 

HS-2,  Occupat ional  Medicine 

HS-5,  Industr ial  and Safety Hygiene 

HS-8,  ES&H Training 

HS-12,  Heal th Physics  Pol icy and Programs 

LC, Laboratory Counsel  

LTO, the Laboratory Training Office 

OS-DO/SPO, the Operat ional  Safeguards and 
Securi ty Special  Projects  Office 

OS-15,  Personnel /Information Securi ty 

PS-2,  Personnel  Information Management  

PS-3,  Benefi ts  

PS-4,  Compensat ion 

Organizat ion/Group f i les .  
 
 
RIGHT OF ACCESS: 
 

CIPA Requests .13 Except  as  otherwise provided in AM 628,  the 
Laboratory shal l  permit  any individual  upon request  
and proper  ident i f icat ion to  inspect  a l l  the personal  
information in  any record containing personal  
information and maintained by reference to  any 
ident i fying part icular  assigned to  the  individual  
within 

30 calendar  days of  the request  for  act ive 
records or    
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60 calendar  days for  inact ive records in  central  
s torage.  

 
  Fai lure  to  respond within these t ime l imits  shal l  be  

considered denial  of  access .  
 
 

OSHA Requests .14 Except  as  otherwise provided in AM 628,  when an 
employee requests  access  to  a  medical  or  exposure 
record according to the provisions of  29 CFR 
1910.20,  the Laboratory shal l  ensure that  access  is  
provided in  a  reasonable t ime,  place,  and manner .   
I f  access  to  the record cannot  reasonably be 
provided within 15 working days,  the Laboratory 
shal l  within 15 working days apprise  the employee 
of  the reason for  the delay and of  the ear l iest  date  
when the record can be made avai lable .  

 
Restrictions .15 Release of  personal  information is  subject  to  the 

restr ic t ions s tated in  .28 and .29.  
 
 

Examination of Record .16 The individual  may  

Inspect  the record or  an exact  copy of  the 
record at  a  locat ion near  the residence of  the 
individual  and/or  

Have an exact  copy of  the record made within 
15 calendar  days.  

NOTE:  In  disclosing information to  an 
individual ,  the Laboratory wil l  delete  
information from disclosure that  contains  
personal  information about  others .    

 
 

Fees for Copies .17 CIPA Requests  — Employees who request  copies  of  
their  own records receive the f i rs t  set  without  
charge,  regardless  of  the number of  pages involved;  
a l l  subsequent  copies  cost  $0.10 per  page (s ide)  for  
each page copied.   The Laboratory charges fees  to  
al l  other  individuals  who request  copies  of  
documents  under  CIPA of  $0.10 per  page (s ide)  for  
requests  involving 100 pages or  more.   No charge is  
made for  requests  involving fewer than 100 pages.   
Fees exclude the cost  of  any search for  and review 
of  the record.  Requesters ,  including employees,  
should make checks payable to  the Universi ty of  
Cal i fornia  and send them to the Information 
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Pract ices  Officer  in  CRM-DO, who wil l  send them 
to the General  Accounting Group (FIN-3) .  

 
 .18 OSHA Requests  — When an individual  requests  a  

medical  or  exposure record according to the 
provisions of  29 CFR 1910.20,  the Laboratory 
provides the f i rs t  copy without  cost .   Addit ional  
copies  are  provided at  a  reasonable charge.  

 
 

Access Based on .19 The individual  may also authorize another  person  
Authorization   of  his  or  her  own choosing to inspect  the personal  

information in any record and have an exact  copy 
made.   The organizat ion holding the record can 
require  that  the individual  furnish a  wri t ten 
s tatement  authorizing disclosure of  the individual’s  
record to  another  person of  the individual’s  
choosing.  

 
 
ACCESS BY OTHERS: 
 

Required Disclosures .20 The Laboratory may not  disclose personal  
information in  a  manner  that  would l ink the 
information to  the individual  to  whom i t  per tains  
except  to  the individuals  or  under  circumstances for  
the disclosure of  personal  information in CIPA 
1798.24 that  include,  but  are  not  l imited to ,  the 
fol lowing:  

When the individual  to  whom the information 
pertains  requests  i t .  

With the pr ior  wri t ten voluntary consent  of  the 
individual  to  whom the information pertains  and 
within the t ime l imit  specif ied in  the wri t ten 
consent .  

NOTE:   When an individual  s igns a  release to  
permit  someone else  to  examine records about  
the individual  (such as  a  release grant ing 
invest igators  access  to  records to  update  a  
securi ty  clearance) ,  the release is  considered 
wri t ten consent  as  descr ibed in .21.  

To Laboratory employees,  provided the 
disclosure is  necessary and relevant  in  the 
ordinary course of  the performance of  their  
off ic ial  dut ies  when i t  is  re lated to  the purpose 
for  which the information was acquired.  
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NOTE:   This  provision al lows an employee’s  
l ine management ,  hir ing off ic ials ,  the Internal  
Evaluat ion Office (IEO),  HRD-1 special is ts ,  
Laboratory at torneys,  and other  agents  of  the 
Laboratory and the Universi ty  of  Cal ifornia  
(UC) access  to  records containing personal  
information under  appropriate  circumstances.  

When there are  compell ing circumstances 
affect ing the heal th or  safety of  an individual ,  
i f ,  upon disclosure,  the Laboratory at tempts  to  
not i fy the individual  to  whom the information 
pertains  at  his  or  her  last  known address .  

To a  governmental  agency when required by 
s tate  or  federal  law.  

Pursuant  to  a  subpoena,  court  order ,  or  other  
compulsory legal  process  i f  the Laboratory,  
before disclosure,  reasonably at tempts  to  not ify 
the individual  to  whom the record pertains .  

Pursuant  to  search warrant .  

To a  law enforcement  or  regulatory agency 
when required in  the invest igat ion of  unlawful  
act ivi ty  or  for  l icensing,  cer t i f icat ion,  or  
regulatory purposes.  

 
 

Record of Disclosure .21 Each t ime i t  makes a  disclosure of  personal  
information under  one of  the f inal  5  i tems in the 
above l is t ,  the organizat ion maintaining the record 
shal l  keep a  record of  the disclosure.   Records of  
disclosure shal l  contain the name,  t i t le ,  and 
business  address  of  the requester ,  the date ,  nature,  
and purpose of  each disclosure,  and descr ipt ion of  
the information disclosed.   Records of  disclosure 
shal l  be retained for  3 years  af ter  the disclosure or  
unt i l  the destruct ion of  the or iginal  record,  
whichever  is  sooner .   The record of  disclosure is  
avai lable  to  the individual  when access  to  the 
record is  requested.  

 
 

Access by the Public .22 The Laboratory wil l  re lease the fol lowing 
information:    

The employee’s  name,   

Date of  hire ,   

Job t i t le /classif icat ion,   
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Gross salary rate ,   

Organizat ion,   

Job descr ipt ion,   

Off ice address ,   

Off ice te lephone number,   

Type of  appointment  (regular ,  l imited-term, or  
short- term),   

Payrol l  s ta tus  (ful l - t ime,  part- t ime,  or  casual) ,  
and 

Date of  separat ion.   
 
 
REQUESTS FOR .23 An individual  may request  amendment  of  a  record  
CORRECTIONS OR   containing information about  him or  her  by  
DELETIONS:  submit t ing a  wri t ten request  to  the group-level  

manager  responsible  for  maintaining the record.    
 
 

Response .24 The group-level  manager  shal l  

Amend any port ion of  a  record that  the 
individual  bel ieves is  not  accurate ,  re levant ,  
t imely,  or  complete  and inform the individual  of  
the correct ion made in  accordance with the 
request  or  

Inform the individual  of  the denial  of  the 
request  to  amend the record,  the reasons for  the 
refusal ,  and procedures,  i f  any,  for  request ing a  
review of  the refusal  to  amend.  

 
 

Review for Denied .25 If  the group-level  manager  does not  grant  the  
Requests   individual’s  request ,  the group-level  manager  shal l  

forward the request  to  his  or  her  divis ion-level  
manager .   The divis ion-level  manager  shal l  make a  
f inal  decis ion within 30 calendar  days from the 
or iginal  receipt  of  the request .   I f  the divis ion-level  
manager  grants  the request ,  the group-level  
manager  shal l  amend the record.   I f  the divis ion-
level  manager  denies  the request ,  he or  she shal l  
inform the requester  in  wri t ing.   The refusal  shal l  
s ta te  the reasons the divis ion-level  manager  denied 
the request ,  and a  copy shal l  go in  the individual’s  
record.   The individual  has  the r ight  to  enter  in  the 
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record a  s ta tement  of  reasonable length explaining 
the reasons for  his  or  her  disagreement .  

 
 

Disputed Records .26 If  the organizat ion holding the record discloses  any 
part  of  a  record containing information about  which 
the individual  has  f i led a  s ta tement  of  
disagreement ,  the organizat ion shal l  c lear ly note  
the disputed port ion of  the record and shal l  provide 
the person or  agency receiving the information with 
a  copy of  the individual’s  s ta tement  and of  the 
organizat ion’s  reasons for  not  making the 
amendment .  

 
 
RESTRICTIONS ON ACCESS .27 An organizat ion can withhold personal  information  
TO PERSONAL   from the individual  to  whom i t  per tains  i f  the  
INFORMATION:  information 

Is  compiled for  the purpose of  ident i fying 
individual  cr iminal  offenders  and al leged 
offenders  or  for  the purpose of  a  cr iminal  
invest igat ion.   

Is  contained in any record that  could ident i fy an 
individual  and that  is  compiled at  any s tage of  
the process  of  enforcement  of  the cr iminal  laws.  

Would compromise the object ivi ty or  fairness  of  
a  competi t ive examinat ion for  appointment  or  
promotion.  

Is  maintained for  the purpose of  an 
invest igat ion of  an individual’s  f i tness  for  
employment ,  or  of  a  gr ievance or  complaint ,  or  
a  suspected civi l  offense,  only so long as  not  to  
compromise the invest igat ion.  

Pertains  to  the physical  or  psychological  
condi t ion of  the individual ,  i f  the organizat ion 
determines that  disclosure would be detr imental  
to  the individual .   I f  the individual  authorizes  i t  
in  wri t ing,  the organizat ion shal l  disclose the 
information to  a  l icensed medical  pract i t ioner  or  
psychologis t  designated by the individual .  

Is  required by s tatute  to  be withheld from the 
individual  to  whom i t  per tains .  

 
 

Medical Records .28 The Occupat ional  Medicine Group (HS-2)  may l imit  
access  to  medical  records,  even those that  would 
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not  be detr imental  to  the individual ,  to  one of  the 
fol lowing:  

Consul tat ion with the physician for  purposes of  
reviewing and discussing the records requested,  

Releasing a  summary of  facts ,  or  

Releasing records to  a  physician the individual  
designates .   

 
 
ADMINISTRATION OF  
PERSONAL  
INFORMATION: 
 

Restriction .29 Employees must  not  make,  use,  or  obtain a  record 
of  personal  information about  someone else  unless  
such information is  necessary to  the conduct  of  
Laboratory business .  

 
 

Disposal  .30 Employees must  dispose of  records in  their  custody 
containing personal  information that  is  no longer  
necessary to  the conduct  of  Laboratory business  
according to instruct ions from CRM-DO. 

 
 

Safeguards .31 Each organizat ion holding records that  contain 
personal  information must  establ ish appropriate  and 
reasonable administrat ive,  technical ,  and physical  
safeguards to  ensure compliance with the 
provisions of  the CIPA, to  ensure the  securi ty and 
confident ial i ty  of  records,  and to protect  against  
ant ic ipated threats  or  hazards to  their  securi ty  or  
integri ty .  

 
 
NOTICES: 
 

Forms .32 Laboratory forms used to col lect  personal  
information must  carry a  not ice that  contains  the 
fol lowing:  

The name of  the organizat ion col lect ing the 
information.  

The t i t le ,  Mail  Stop,  and phone number of  the 
person who is  responsible  for  the records and 
who can te l l  the individual  the locat ion and use 
of  the records.  
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The authorizat ion for  maintaining the record.  

Whether  submission of  the information is  
mandatory or  voluntary and the consequences of  
not  providing al l  or  any part  of  i t .  

Any known or  foreseeable disclosures  to  a  
governmental  agency when required by s tate  or  
federal  law.  

The purpose for  col lect ing the information.  

The individual’s  r ight  to  access  the records that  
contain personal  information about  him or  her .  

 
 .33 Individuals  on whom the Laboratory maintains  

medical  and exposure records must  be not i f ied at  
the t ime of  hire  and annual ly thereafter  of  

The exis tence,  locat ion,  and avai labi l i ty  of  any 
such records;  

The person responsible  for  maintaining and 
providing access  to  the records;  and 

The r ight  of  access  to  these records.   
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